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PROTECT YOUR ASSETS, FORWARD YOUR MISSION



OPTIMIZED INFORMATION SECURITY

Information security managers face threats that are more motivated, funded and sophisticated than ever
before. Yet, enterprise infrastructures are becoming more difficult to secure. Cloud computing and mobile
computing blur infrastructure perimeters exposing more points of vulnerability. New technologies — like
virtualization and Windows 7 — are being incorporated faster than security can be reinforced.

Mediating these factors requires more tools, more effort and more money than government and business
have available. How can we keep up?

DATA-CENTRIC, MANAGEMENT-FOCUSED STRATEGIES
THAT LOWER COSTS AND IMPROVE SECURITY POSTURE

Iron Bow leverages real-world expertise and leading technologies to help clients optimize security
management and protect data wherever it goes. The result: proactive and stronger information security, lower
costs and strategically integrated technologies that empower the mission critical flow of communications.

We assist clients through our Information Security Practice led by experts with extensive, hands-on experience
leading initiatives and building infrastructures for organizations such as DTRA, DISA, DHS and more. Whether
integrating a point product, service or a multi-faceted solution, Iron Bow expertise helps turn information
security into a cost-effective mission enabler, not a roadblock.

THE IRON BOW INFORMATION SECURITY PRACTICE

Focus Thought Leadership and Practical Experience On Your Challenges

The Iron Bow Information Security Practice combines knowledge from our experienced professionals, leading
partners and collective company experience to focus real-world expertise on each customer challenge.
Practice leaders tap their experience working in client environments to ensure solutions will work in real
operations, not just on paper.

Integrate Solutions That Are Customized to Meet Your Objectives

Our information security team approaches each engagement as a unique consultation while leveraging past
performance. We customize solutions for each unique organization by considering positive or negative impacts
on mission, budget, users, compliance issues, management, technology infrastructure and risk profile.

Receive Report Cards and Road Maps From Industry Experts

We offer a spectrum of reasonably priced assessments. You can get a report card on your
entire enterprise infrastructure or any one aspect — from virtualized environments to networks
to endpoints — and our security experts will provide consultative improvements that will enhance
security posture.

Trust your information security to Iron Bow Technologies — led by professionals with real-world
experience in applying information security and managing programs for federal and commercial customers.



ENTERPRISE-WIDE INFORMATION SECURITY

We offer a comprehensive selection of data-centric and management-focused information security

solutions, which will lower costs and improve security posture.

Security Information Management: Speed decision-making and response with solutions that provide one

pane of glass monitoring and reporting.

Vulnerability Assessment and
Management: Identify, analyze
and manage vulnerabilities in end-
user devices, web applications and
databases.

Compliance Support: Access expertise
to help complete DIACAPR, and comply
with NIST 800-53, FISMA, HIPAA, SOX,
PCI and FDCC.
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Data Loss Prevention (DLP): Identify,
monitor and protect data in use, in
motion and at rest to detect and prevent
the unauthorized use and transmission
of confidential information.

Endpoint Security Solutions: Protect
servers, laptops and desktops with
whitelisting, HIPS, Device Control,
traditional AntiVirus, AntiSpyware,
Encryption and more.

Network Security Solutions: Enable
comprehensive, integrated network
security via Unified Threat Management
(UTM), Gateway AV, Application Layer
Firewall, IPS, SSL VPN and more.

Virtualization Security: Leverage new desktop, application and server virtualization technologies securely
without exposing new vulnerabilities.

Secure Collaboration: Collaborate with confident solutions customized to secure unified communications
systems as well as to enable cross-domain collaboration between multiple levels of security.

Our formally established Information Security Practice balances knowledge of the threat landscape and
each unique customer environment to identify the best solution.



TEAM KNOWLEDGE BASE AND CREDENTIALS

STANDARDS AND COMPLIANCE CERTIFICATIONS

e NIST 800-53 e CISSP - Certified Information Systems Security

e NIST 800-37 Professional (by ISC2)

e DOD 8570.1M e CISM - Certified Information Security Manager

e DOD 8500.2 (by ISACA)

* FISMA e CISA - Certified Information Systems Auditor
(by ISACA)

CLEARANCES e GSEC

* Secret : geA:urity+

e Top Secret .
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e CCIE Security, Network+

LEADING MANUFACTURERS, VENDOR AGNOSTIC
APPROACH

Strategic thinking and a vendor agnostic approach avoids cost, vulnerability and interoperability issues that
can result from a homogeneous solution.
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See how we can help you transform your business performance.
Contact us today for a free consultation with an Iron Bow Information Security Expert.

CONTACT

infosec@ironbow.com

4800 Westfields Boulevard, Suite 300 Chantilly, VA 20151 | phone 703.279.3000 800.338.8866 fax 703.691.4911 | www.ironbow.com



