
Think about it. Right now, nearly one in four Internet-connected PCs is infected with stealth 
malware, delivered via the Web and equipped with the ‘remote control’ capabilities to commit 
cybercrimes—from DDoS and spam to identity theft and corporate espionage. FBI statistics 
indicate cybercrimes like these cost U.S. businesses $67 billion—with malware as a major cause.

FROM ZERO-DAY ATTACKS TO OUTBOUND
CALLBACKS, STOP MALWARE IN ITS TRACKS
Isn’t it time your network was secured against the threat of malware infection? An Iron Bow 
Technologies’ Malware Assessment will help your enterprise achieve just that. Iron Bow’s 
information security experts can reveal any existing compromised systems and share solutions 
for preventing future targeted zero-day attacks that easily can bypass existing network defense 
systems.

While onsite for an initial assessment, your team of Iron Bow specialists will review the deployment 
of the FireEye Malware Protection System (MPS 4000). This advanced solution can identify 
existing infected networks as well as any covert call back communications or net attacks that 
are penetrating your existing network security systems. The Iron Bow team will go over with you 
how the device is deployed, where it will be installed and how it will be connected to the network.  
In addition, they will provide the firewall rules that need to be in place to manage FireEye from 
an internal desktop system. 

Upon completion of the assessment, the Iron Bow team will also provide you with a fully 
documented report that provides a roadmap for improving your security systems against further 
malware attacks.

MALWARE 
ASSESSMENT

4800 Westfields Boulevard, Chantilly, VA 20151 | phone 703.279.3000 800.338.8866 fax 703.745.1350 | www.ironbow.com

FireEye Malware 
Protection System’s 
dashboard provides a 
network-wide, top-down 
view of any undetected 
malware operating 
within your enterprise.
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Shut out the threat 
of malware from your 

systems—with a 
Malware Assessment 

from Iron Bow 
Technologies.

8-24



4800 Westfields Boulevard, Chantilly, VA 20151 | phone 703.279.3000 800.338.8866 fax 703.745.1350 | www.ironbow.com

Trust your information 
security to Iron Bow 

Technologies—led by 
professionals with real-

world experience in 
applying and managing 
IA programs for federal 

and commercial 
customers. 

BENEFITS
• Identify previously undetected malware operating within your enterprise
•	Stop infected systems from communicating back to Command and Control servers
•	Stop new targeted, zero-day attacks upon the enterprise
•	Gather extensive forensic data about such attacks
•	Generate reports on malware infections, types, frequency and activities
•	Gain insight from the expert analysis of Iron Bow’s experienced security professionals

ASSESSMENT METHODOLOGY

THE IRON BOW INFORMATION 
SECURITY PRACTICE
Led by seasoned information security experts with hands-on experience implementing federal  
and commercial cybersecurity initiatives, the Iron Bow team helps identify and implement 
solutions that accurately align with missions, budgets and existing infrastructures to meet your 
risk profile. Our vendor-agnostic approach avoids cost, vulnerability and interoperability issues 
that can result from a force-fit solution.

Whether you need a point product or a multi-faceted solution, look to us to design, deploy  
or manage:

• Compliance 
• Cross Domain Solutions 
• Data Leakage Prevention (DLP) 
• Encryption 
• Endpoint Security 
• Security Information Management 
• Unified Threat Management 
• Vulnerability Assessments and Management

To see how Iron Bow can streamline and fortify your information security, 
contact our experts at infosec@ironbow.com.

PHASE 3:
ANALYSIS

PHASE 2:
DATA COLLECTION

PHASE 1:
DISCOVERY

PHASE 4:
REPORT

1 to 2 DaysUp to 14 Days1 to 2 Days Up to 2 Hours

Activities
• Analysis of all 
   collected data by 
	 Iron Bow security 

experts
•	Findings documented

Outcomes
• Comprehensive report 
   on security analysis 
•	Listing provided of 

recommended 
   solutions to 
	 enhance security 

environment

Activities
• Onsite presentation 
   of assessment 
	 findings 
•	Discussion of 

recommendations 	
with Iron Bow security 	
experts

Outcomes
• 	Roadmap for 	

continuous 	
improvement of 
information 

	 security posture 

Activities
• Onsite pre-
   assessment 
	 meeting
•	Preparation for 

deployment of FireEye, 
including installation, 
network connection 
and firewall rules

Outcomes
• Scope and objectives
•	Accurate assessment 

of your network 
environment

Activities
• Install FireEye 

appliance
•	Monitor and identify 

malware activity

Outcomes
• Real-time identification 

of malware for both
- Inbound infections
- Outbound data 

exfiltration


